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Introduction

MYOB EXO Business 8.4 introduced the ability to integrate with the Facebook, LinkedIn and Twitter
social media networks. Integration includes:

e The ability to specify social media account IDs for companies and Contacts.

e The ability to view social media accounts from companies, Contacts and Opportunities on a
separate social media tab.

e The ability to view social media information for the EXO Business company.

e The ability to post to the EXO Business company’s social media accounts (requires the EXO
Business CRM module).

This white paper describes how the EXO Business system integrates with the various social media
networks, how to set up the system for social media integration, and how to diagnose and remedy
any errors that may appear.

How Social Media Integration Works

All three social media networks supported by EXO Business use the OAuth authentication protocol
to grant access to users’ social media accounts. LinkedIn and Twitter use OAuth 1.0, while Facebook
uses OAuth 2.0.

For more information on the OAuth protocol, see the OAuth website: http://oauth.net/

The Authentication Process

OAuth works by exchanging tokens and key/secret combinations between EXO Business and the
social media networks. A token is associated with a single social media account; tokens must be set
up in EXO Business in order to integrate with social media networks (see page 5). The key/secret is
specific to the EXO Business social media application; it is pre-configured in the EXO Business
database, and should not need to be changed.
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The authentication process, by which tokens are requested and exchanged, works as follows:
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(Diagram taken from https://developer.linkedin.com/documents/oauth-overview—see this web
page for more information on the authentication flow.)

Access Tokens

Expiration

Access tokens expire after some time and must be renewed by logging in to the social media account
again (they can also be renewed automatically if cookies exist). Once logged into an account, the
access token is stored in the EXO Business database and updated when required. The user accounts
used to log in to social media can revoke access from their account page. This in makes the access
token invalid, so users viewing social media pages in EXO Business must login again to regenerate
the token.

Company vs. Personal Tokens

In EXO Business, it is possible to use social media with separate accounts: one for the company, and
one for the currently logged in user.

In practice, Debtors, Creditors and Non Accounts are most likely to have public pages, so accessing
via the company account should be sufficient. However, there may be occasions when a company or
a Contact has, for example, a private Facebook account, so that only Facebook users who are
connected to that company or Contact can view their activity. If the EXO Business company account
is not connected, then in order to view it, a user who is connected to the account would have to log
in. Another use for multiple accounts is on the LinkedIn Connections tab for Opportunities; since this
tab displays the Opportunity’s employees, sorted by degree of connection to the logged in user,
logging in as different users will display different results.
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Tokens are stored in the EXO Business database for all accounts. Tokens for the company account
are generated in EXO Business Config (see page 5); tokens for individual users’ accounts are
generated when those users log in using the social media interfaces (see page 9).

Application Key/Secret

The application key/secret used by OAuth is specific to the application integrating with social media
networks (in EXO Business, this application is called exo_social). To access the social media APls,
every application uses a unique key/secret combination to generate access tokens and sign URLs
being posted to the API. The key/secret is stored in EXO Business Config.

In exceptional circumstances the social media network may need to update the key/secret, e.g. if the
EXO Business application were to be hacked or the key/secret leaked. If this happens, the application
will not work until the new key/secret is entered in the EXO Business database. This is the only
situation when the key/secret should be edited—changing these details at any other time will cause
the exo_social application to stop working.

Setting up Social Media Integration

Company-wide social media details are set up in EXO Business Config at Admin > Social Media >
Setup Social Media:

=) MYQB EXO Configurator /B - Demo Mode = = £3

! File Account Help

":.u | 3% Company 3] Essential |5 Admin | 48 System 3!.! Profiles  [=5] Forms ﬁ Staff = Utilities

4 Business Admin ol save < Cancel | [ Facebook [fi] LinkedIn [5) Twitter |
> Courier
> Period Click on the buttons above to retrieve access tokens
> Banks -
Company Sodal IDs i i
. Setup pany Company Social Preview
> General Ledger Facebook
> EXO Finance
> Creditors
» Stock Page ID/Mame:
> Debtors
> Sales Campaigns to be sent from: () Page () User
» Inwards Goods My idaet ) 5P X
» ClientConnect y Company widget uses: ) Page ) User
> Dashboards .
> EXO Fixed Assets Linkedlin
» EXO Intercompany Consolidations
> Serviceable Units
.+ Analytics Company ID:
a SPdﬁ| Media @ LinkedIn does not currently support 3rd
| Setup Social Media party applications posting activity
. Application Key [Secret My Company widgetuses: () Company  (0) User updates on behalf of companies.
Twitter

Company ID/Screen Name:

@ Twitter does not distinguish between
Companies and Users hence both User
@ and Company share the same Twitter

0.

Motopartz.co.nz |Demo ||Exo.n.dmin
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Retrieving Company Tokens

Tokens for the company account can be retrieved by clicking the Facebook, LinkedIn and Twitter
toolbar buttons on this screen.

Clicking a button switches the screen to the Company Social Preview sub-tab, where you can enter
you social media network login details to authorise the EXO Business application. Doing so retrieves
the access token for that network and saves it in the EXO Business database.

To change the company account in use, go to the Twitter, Facebook or LinkedIn website and revoke
access to the EXO Social application, then come back to this screen in EXO Business Config. You will
be prompted to log in again.

Revoking Access in Twitter

1. Go to Settings > Apps.

2. Click the Revoke access button next to the EXO Social application.

Revoking Access in Facebook

1. Go to Account Settings > Apps.
2. Click the * button next to the EXO Social application.

Revoking Access in LinkedIn

1. Go to Settings > Groups, Companies & Applications.
2. Click View your applications.
3. Under External Websites, tick the box next to the EXO Social application.

4. Click Remove.

Setting Company Social Media Accounts

The settings on the Company Social IDs sub-tab specify the social media accounts that will appear on
the social media widgets (see page 10), and that will be used when running a “Social Media Post”
communication wave from EXO Business CRM (see page 11). These should be the same as the
accounts that are used to log in and retrieve access tokens (after retrieving a token, the account
used is automatically copied to the relevant field on this the Company Social IDs sub-tab).

Facebook

Facebook has two types of accounts: users and pages. For pages, Facebook allows the owners of the
page to either post as the page itself or as the user who is the page owner.

The following settings are available to control Facebook accounts:

Setting Description

User ID/Name This read-only field is populated automatically when clicking the Facebook
toolbar button.

Page ID/Name If your company has its own Facebook page, enter its ID number or name here.
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Campaigns to When posting to social media from a campaign wave, you can post using the

be sent from User ID or for the Page ID; use these options to select which.
My Company This setting determines what appears on the “My Company’s Facebook Wall”
widget uses widget. In Facebook, the company page is owned by a user. Select whether to

display the Facebook wall for the User ID/Name or for the Page ID/Name.

LinkedIn

LinkedIn has two types of accounts: users and companies. At present, LinkedIn does not allow third
party applications such as EXO Business to post activity to a company account.

The following settings are available to control Facebook accounts:

Setting Description

User ID This read-only field is populated automatically when clicking the LinkedIn
toolbar button.

Company ID If your company has its own account on LinkedIn, enter its ID number here.
Campaigns to Because LinkedIn does not allow third party applications such as EXO Business
be sent from to post activity to a company account, these options are disabled and User is

always selected.

My Company This setting determines what appears on the “My Company’s LinkedIn Activity”
widget uses widget. In LinkedIn, the company page is owned by a user. Select whether to
display the LinkedIn activity for the User ID or for the Company ID.

Twitter

Twitter does not distinguish between users, companies or pages, so one account is all that is
needed. The Company ID/Screen Name field is populated automatically when clicking the Twitter
toolbar button; it can also be entered and edited manually. All other properties are disabled.

Application Key/Secret

The Admin > Social Media > Application Key/Secret section in EXO Business Config contains the
application key/secret combination used by the EXO Business application to connect to social media
networks (see page 5). Do not alter these details unless instructed to do so by MYOB; altering
these details could cause the social media functions to stop working.
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Entering Social Media Details for Companies and Contacts

Social media usernames or account IDs can be set up for companies and Contacts in the following
places:

e On the Details 2 tab of the Debtor Account Details window.
e On the Details 2 tab of the Creditor Account Details window.
e On the Details tab of the Non Account Details window.

e On the Details tab of the Contacts window.

e Opportunities use the social media details set up for the company that they are associated
with.

Note: The LinkedIn ID must be the numerical ID, not a username. The Facebook ID can

be a numerical ID or a Facebook username, if one has been set up.

Finding Account IDs

If you do not know social media details for a company or Contact, they can be searched for and filled
in automatically from the Social tab (see page 9). Alternatively, you can find out an account’s ID
number by opening the account in a web browser and examining the URL.

Facebook

All Facebook accounts have a numerical ID number. This number appears after id=in the URL:

|@ https:/fwww.facebook.com/profile.php?id=141517196670 P-a->Xx

It is also possible to set up a Facebook username for an account (user or page). If an account has a
username, it appears in the URL instead of the ID number, like so:

& https://www.facebook.comyMYOBteam LP~BcX

LinkedIn

LinkedIn has two types of accounts: users and companies.

For a user’s LinkedIn account, the ID number appears after id=in the URL:

| http:/ o linkedin.com,/profile/viewTid=964 788 & locale= en_U5S8&trk=tyah2 P~-EBCX |

For a company’s Linkedln account, the ID number appears after company/ in the URL:

| http:/Swwwlinkedin.com/company§ 7850 LP~-BdX |

Twitter

Twitter does not distinguish between users, companies or pages; all Twitter accounts are the same.
A twitter account’s ID appears in the URL like so:

A https:/Mtwitter.com/2}MYOBTeam £~ & Identified by VeriSign & *
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Social Media Interfaces

The Social Tab

Social media information is displayed on the Social tab, which is available on the Debtor, Creditor,
Non Account, Opportunity and Contact screens.

Note: The Disable Social Media Tabs profile setting can be used to hide this tab on

some or all of these screens.

! File Mavigate SocialMedia Help
9 New A Save |l Save & Exit m B| | dii Convertto Debtor {14 Convert to Creditor

Twitter | Facebook: I LinkedIn

The Pulse by MYOB
News, views and ideas for your business. Tweets from Emma and Julian from MYOB in AU and NZ. We are also @MYOBTeamand |

@loveyourwork
Australia

MYOBPulse about 3 minutes ago What are the possible consequences of sending an email to the wrong recipient? bit.lv/z04WwP
Check please! by @msmadwoman

MYOBPulse about 32 minutes ago RT @KristyShep MYOB hopes small business will be given the attention it deserves under a new
minister for the portfolio http://t.co/fRrIG1bK

MYOBPulse about an hour ago There's a simple solution to getting real time visibility of a project bit.ly/x9UFAQ Register for our
free webinar

MYOBPulse about an hour ago Check please! Have you ever sent an email to the wrong recipient? bit.ly/zO4WvF A lesson from
@msmadwoman

Mnﬂu.ca.nz

If social media account details have been entered for the company or Contact, their latest social
media information is displayed on the Social tab automatically; if no details have been entered, each
sub-tab displays the results of a search for the company/Contact’s name. All search results have a
keep link next to them—clicking a keep link populates company/Contact’s social media details with
the details from that result.

Note: EXO Business captures as many details as it can; for example, LinkedIn search

results may also specify a website and a Twitter feed - these details will be
copied as well if they are not already present.

Each sub-tab has a More Results link at the bottom. Clicking this button opens a separate browser
window to display the company’s Twitter feed, Facebook wall or LinkedIn page.

On all sub-tabs, each entry has a keep button. Clicking this button copies the entry to the
company/Contact/Opportunity’s History Notes tab.
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Logging In and Retrieving User Tokens

When first accessing the Social tab, the company details entered in EXO Business Config (see page 5)

are used to log in. Users can click the Your Account button to log in with their own details instead:

@ Debtor Account Details EI
@

i File Navigate SecialMedia Help

19 New | o Save A Save & Exit 3 Cancel | T & - @[ H 4 b N

| Serials I Discounts/Prices | Jobs | Motes I History Notes | Documents | Analysis | Relationships I Opportunities I Activities I Serviceable Units | Social | | (18

| Twitter | Facebook | LinkedIn|

[

elabans and Android Oc Ly

If this is the first time that the user has logged in, an access token will be retrieved for them and
stored against their Staff record in the EXO Business database. Once logged in, the Your Account
button is replaced by two buttons:

e Company Account — goes back to using the company account to view the social media
information.

e Log Out — logs the user account out, removing their access token. They can log in again or go

back to using the company account.

@ Debtor Account Details EI

i File Mavigate SocialMedia Help
A Save & Exit W Cancel | & - &4 | 4 b M ] Company Account

Log Out

99 New | gl Save

Motes | History Motes | Documents | Analysis | Relationships | Opportunities | Activities | Serviceable Units | Sodal

Serials | Discounts/Prices | Jobs

| Twitter | Facebook | Linkedin |

b~ d Ao deoid oo e

Social Media Widgets

The following widgets are available to display social information about your own company on
dashboard displays:

e My Company’s Facebook Wall
e My Company’s LinkedIn Activity
e My Company’s Twitter Mentions

These widgets use the account IDs entered in EXO Business Config (see page 5); if no details have
been entered, these widgets perform a search for the Company Name as set up in EXO Business
Config at Company > Company Details.

[ _
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Setup  Help

Sales Budgets. Reports

MYOB Do clothes make the man? James Evangelidis shares his top tips

on ensuring that you're making the right first impression for your

@D

Dashboard

My Company's Twitter Mentions

MYOB EXO CRM - Demo Mode o B R

Campaigns

Search Twitter

business.
Do clothes make the man? | MYOB Blog
Sorry ladies, I'm going to focus on the men here,
mainly because I'm a guy and that's what I know. You
know that old saying? You never get a second chance
at a first impression. Clichés are clichés because
they're often true. ...
11Apr 2012

MYOB What prome products do you use to market your business?
[mvoe] Pens? Drink bottles? Movelty items?
Pen friend | MYOB Blog

Right on, or write off? Some blog post ideas literally
come in the mail_like this from a nromational nen

£ 2 people like this

MYOB
What do you use to promote your business? A pen? A mug? A novelty item|

http://myob.com.au/blog/pen-friend/
Pen friend
myab.com.au

Right on, or write off? Some blog postideas literally come in the mail. Like this from a pr
writing instrument. It’s a pen customers and prospects will ireasure and use every day.

#7] 10.04.2012 at 02:15 pm

27 people like this

Motopartz.co.nz

Demo ExoAdmin

Y Y Y ¥ Y Y YA

A,

'
‘b

The Pulse by MYOB @MYOBPulse about a day ago
What situations cause your business the most distress? bit.ly/I19rsm
@msmadwoman gets some perspective #gratefulinapril

The Pulse by MYOB @MYOBPulse about a day ago
Do clothes make the man? bit.ly/HAoF41 What does your first |
impression say about you?

The Pulse by MYOB @MYOBPulse about a day ago
Regular The Pulse contributor @jamesevalgelidis shares his top tips on
making a great first impression bit.ly/HAoF41

m

The Pulse by MYOB @MYOBPulse about a day ago
What situations cause your business the most distress? bit.ly/T19r5m
@msmadwoman gets some perspective #gratefulinapril

The Pulse by MYOB @MYOBPulse about a day ago
Want to Tweet and Like for a living? bit.ly/HerhiV MYOB has a social
media role for a sawwy SM guru!

The Pulse by MYOB @MYOBPulse about 2 days ago
RT @UnlimitedMagNZ: End of year business health check - getting your
marketing right. bit.ly/HYm27Y @juliantsmith

The Pulse by MYOB @MYOBPulse about 2 days ago
Have you ever used pens, or other promotional items to market your
business? bit.ly/ToLIsc cc @paulhassing

The Pulse by MYOB @MYOBPulse about 2 days ago
#LoveYourWork Melina! RT @GratefulinApril: Turn on Channel TEN -
our founder, Melina Schamroth is going to be on The Circle

The Pulse by MYOB @MYOBPulse about 2 davs aao S
R

Social Media Post (EXO Business CRM)

The EXO Business CRM add-on module allows users to post information to the company Facebook
page, LinkedIn account or Twitter feed from a campaign wave. See the EXO Business CRM User Guide
for more information on campaign waves.

When making a social media post, the accounts posted to are those that were entered in EXO
Business Config (see page 5).
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Troubleshooting Social Media Integration

Possible errors that can be encountered when using social media features are discussed here.

“Revocation information for the security certificate for this site is not
available. Do you want to proceed?”

If this error appears when accessing social media sites, see the following web page for information
on how to resolve the issue:

https://knowledge.verisign.com/support/ssl-certificates-support/index?page=content&id=5S01193

Setting up Facebook page names

It is possible to give a Facebook page a username, which can be used instead of a numerical ID
number. However, Facebook requires that a page have at least 25 fans before a username can be
assigned—keep this in mind when setting up Facebook pages for your company.
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