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Introduction

What’s New in this Release?

The 2019.2 release of Exo Business once again builds on recent releases with key database and
application security enhancements.

The changes implemented in this release specifically meet the recommendations of an
independent external application security audit that encompassed all current MYOB products.
The aim being that we provide default deployment strategies that are aligned with current
best practice SQL database application security guidelines.

The benefit is a comprehensive database security model and associated strategies which if
followed will provide users with the reassurance of highest enterprise level standards of
security and system resilience going forward. As part of this, we also shut down pathways that
might be constructively exploited by determined internal or external intruders or unintentional
data breach arising from power-user curiosity.

2018.2.1 Service Pack

This release includes the 2018.2.1 Service Pack, which adds method for clients to apply for ANZ
Australia online bank feed via ANZ’'s own bank portal.

This document provides essential information on the installation and use of this release:
e The Installation section provides an overview of the installation process, including pre-
installation requirements and post installation steps.
e The New Features section describes all new features introduced in this release.

e The Resolved Issues section describes all issues that have been addressed by this
release.

e The Known Issues section details any issues in this release that have been identified as
requiring attention.

e The New Profile Settings appendix at the end of this document summarises all
changes to Exo Business profile settings included in this release.
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Installation

Pre-Install Requirements

Minimum system requirements for PCs running MYOB Exo Business components are detailed
below. Full details of requirements and supported operating systems for MYOB Exo Business
are available on the Minimum System Requirements page on the Exo Business Education
Centre.

The performance of the Exo Business system is not assured if these requirements are not met.
Similarly, performance cannot be assured if the Exo Business system is installed on a server
that is already under load from other processes, or a RDBMS that is not suitable for the
organization’s volume of data.

Other Requirements
Certain features of MYOB Exo Business require one or more of the following:

° Internet access
e  Microsoft Internet Explorer 7.0 or later
e Adobe® Acrobat Reader 7.0 or later

Microsoft Office connection requires Microsoft Word/Excel 2010 to 2016.
Contact synchronisation requires Microsoft Outlook 2010 to 2016.

MYOB Exo Business 2019.2 requires ExonetLib.dll version 2019.2.0 or later. Version 2018.2.0 is
included with this release.

When installing manually on 64-bit operating systems, you must copy the file
RwEasyMAPI64.exe from the Supporting Files\RapWare folder of the Exo Business DVD to the
install directory. Register this file by running the following from a command prompt:

RwEasyMAPI64.exe /regserver

Installing MYOB Exo Business

Information on installing and upgrading MYOB Exo Business is available on the MYOB Exo
Business Education Centre—see the following pages:

e |nstalling Exo Business

e |nstalling Exo Business Services
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Installation

Post-Installation

Once MYOB Exo Business software is installed, you must configure it for use. You can
optionally migrate date into Exo Business from another MYOB product. The configuration and
migration processes are detailed in the MYOB Exo Business Implementation Guide.

Logging in to Exo Business

New MYOB Exo Business databases are installed with one or more default staff user accounts.
When logging in to Exo Business for the first time, you must supply the following default login
details - Using best practice deployment protocol, these passwords would be changed at the
first possible opportunity:

For a new blank database (EXO_LIVE):

e  Default admin user = ExoAdmin

e  Default admin password = ExoAdmin
For the demonstration database (EXO_DEMO):

Default admin user = ExoAdmin

Default admin password = ExoAdmin

Default demo user = demo

Default demo password = DEMO

Note: Passwords are case-sensitive, but login names aren’t.

Exo Business 2019.2 Release Notes Page 3 of 11
Copyright 2019 MYOB Technology Pty Ltd.



Security Enhancements

The security enhancements in this release are the result of an independent audit. These
enhancements are:

SQL Server Installation Removed from Exo
Business Initial Installer

The Exo Business installer no longer includes the option to install SQL Server Express edition.
Instead, it expects that a valid SQL instance is already created and that will be Installing the
MYOB Exo Business database into an existing instance of SQL Server. While sa (or another
user) with suitable database administrator rights is still required to ‘initialise’ a new database.
You can no longer use the elevated sa database (systems administrator) account to create the
initial individual client application connections. The reasoning for this is to encourage resilient
deployment strategies, in accordance with current best practice SQL database application
security guidelines;

Instead, you now must:

e Enter the SQL login of the database owner (default: sa) to be used for bootstrapping of
the Exo Business database(s). Followed by

e The User ID (default: EXO_USER) and password that you wish to set for a new database
user that will be assigned to the application user connections db_exouser_role (note
not SA user and not your Staff login).

5 MYOB Exo Business Installer *
Database Location
Select the SOL Server to install the WMYOB Exo Busingszz SAL Server databasze(z] into.
| =]

Please enter the dbo (sa) credentials for the selected database. These are
required to create the databases and S0L Server user logins

UszerID: |za Pagzzword:

New SCGL Server user login credentials. The installer will create a new S0L server
role (db_exouser_role), then create and assign a new SOL server login and user to
the role.

Mew SOL Uzer |EXD_U5EH

Confirm |

Mew Pazsword: | Pagzzward:

< Back | Mest » | Cancel
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Security Enhancements

If you don’t select the options to install a blank or demo database, the installer prompts you to
set up a connection to the database you want to use with MYOB Exo Business. On that screen,
we’ve pre-populated the default database user-name with EXO_USER.

5 DE Connection page *

Database Connection
What SOL Server databaze should be connected to? myob

Enter the details of the SOL Server databasze to which you want MY0OE Exo Business

SOL Server compter name: IMYDBEHJSS2
SOL Server instance name: |E><DSE!L2DEIB
[ atabaze name: IEXDiLIVE
IDatabase UZETNane: IEXD_USEH I

Database password: |

Cormpany name; |

Test Connection... |

Cancel |

Note: The installation instructions in the Exo Business Education Centre have been

updated to reflect these changes. A more extensive installer replacement is
planned for future releases.

Encrypted Database Credentials

Database credentials are no longer stored in plain text, whether in the database, in memory,
or the Windows Registry. Instead, they are encrypted in these areas.

As well, any text in the Password box on the Exo Connection Editor now always displays as
asterisks.

Key staff properties only Available to
Application Administrators

2019.1 version introduced the concept of an Application Administrator role.

See Granting Application Administrator Rights to a user in the 2019.1 online help

Specific staff properties that were previously available to any users who were provided access
to the staff tab are now greyed out and can no longer be altered if the logged-in user is not
themselves an application administrator. Also, the authority tab is removed. This is designed
to govern the capability of a user to constructively elevate the access rights of themselves or
others by incrementally expanding the scope of their own role by adding menu options —
switching usage profiles or accessing some administrative functions either via the Exo
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Security Enhancements

Configurator or via the Setup Staff option if it is on their menu. You might have it on the menu
for the purposes of changing their password on demand. As always — the first line of protection
is not making the Exoconfig.exe available to those users at all, and not exposing administrator-
oriented menu procedures on a user's menu where it in inappropriate for their predicted
usage profile.

B 4 OB & & MYOB Ex

File Account Transactions Reports Utilities | Setup | Window Help

Menu Favourites 2 Task Business Admin Settings (General Setup) eral End
Scheduler er n
Search: || » |  ——— Setup Staff E?
Layouts: Setup Menu -

Maintain Debtors 1 = A 3] Views:

-

Change User Mew Refresh  Tools Options |Days >
EXO Business Esse... T

cx MYOB Exo Configurator - Demo Mode — [m}

File Account Window Help
3. {i} Company <) Essential 3 Admin 18 System G Profiles 5] Forms 4 Staff 4% Litilities

v Staff
w Menug P
t - Dropdown Menu
© - Business Flow Meny
i -Menu Definition
| - Sep Widgets .
~ Erofie Assignment [Flactve  []absent Lastlogin: 10.06.2019 2:33:46 PM
- staff Mame: GREG MANNING |
- Computer
Security Profies Mcimome: L
Job Trbe: SALES
Extension
Phone: |
Hame Ph:
Emai; |
Bapiry: |22.07.2019  [@~
Default Liser Profile
Defauit Security Profile
FINAMNCIAL CONTROLLER [ ADMINISTRATOR
Account OK
| Enter staff detais, induding ther User and Menu profiles, Select a staff member and didk the Edit button, or double didk the item to
edit. Select an existing staff member and dick on the detais tab, or create & new menu by diddng the New button,
Matopartz.co.nz Dema GREGM ]

After the upgrade - Recent and Favourite Actions panels will no longer display any
administrative functions that the user may historically been able to access as a non-application
administrator role, for example the staff menu option in Exonet.exe
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ANZ Online Bank Feed Applications

ANZ Online Bank Feed
Applications

(Added in release 2019.2.1)

ANZ Australia now only accept applications made online through their own portal. We've
updated the Bank Feeds Application screen in Exo Business 2019.2.1 to provide a temporary
solution to enable clients to apply for a feed online with ANZ in Australia.

To submit an online bank feed application to ANZ Australia:
1. In Exo Configurator, click Admin on the toolbar.
2. Expand the Business Admin node.
3. Click Banks, then click Bank Feeds (Set up accounts).
4. Click Submit Application. The Bank Feed Application window displays.
5

In the Institution section of the window, select a company from the Authorise
dropdown list.

6. Select ANZ from the Bank dropdown list.

CX Bank Feed Application - o X
File Help "
¥ Cancel | [N Exit

Instituton
Authorise: MYOB Australa Pty Ltd
Type: Al
Bank: ANZ
ANZ Bank
Tradng Account
Online Appication

An MYOB Contact Identifier s required to make an online bark feed application. ‘nsnformnmsmavdﬂe
drectly within Exo. Please request ths using the Request Contact Identifier™ button below.

) Request Contact Identifier

Contact Identifier: i Request passcode Onine Passcode
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ANZ Online Bank Feed Applications

In the Online Application section of the window, click Request Contact Identifier.
The contact identifier is a numeric string that MYOB generates to verify the business
applying for a bank feed.

Exo Business uses your default email address to generate a message to Exo Business
Services, containing your company’s information, to request the contact identifier.

L) (5] - = Request Contact id for Motoy]
I File ~ Message Insert  Options  FormatText  Review Help Q) Tell me what you wantto do
LA
] Cabi o) - - B 308 x|

Paste Ty 2. e = 5= | Address Check | Attach Attach Signature | As
 Format Painter = ' == == | Book Names | File~ ltem= - Pol
Clipboard il Basic Text ] Names Include

From ¥
= To, EXO Services:

Send
L

Sybject Request Contact id for Motopartz.com BRN:1121183

| would like to request a contact Identifier for the following company ;
Company Motopartz.com

BRN 1121183

Contact Exo Administrator

Regards

Django Reinhardt

At this point you may wish to back out of the process as it may take time to contact
you back with the contact identifier. Exo Services will email you the contact identifier
within one business day.

When you receive the contact identifier, enter it in the Contact Identifier field on the
Bank Feed Application form.

Click Request Passcode to generate the passcode to connect your instance of Exo
Business to ANZ.

CX Bank Feed Application — [m] X
Eile Help 9
X Cancel | [ Exit

Institution

Authorise: MYOB Australia Pty Ltd 7
Type: All N
Bank: ANZ A

ANZ Bank
Trading Account

Online Application

An MYOB Contact Identifier is required to make an online bank feed application. This information is not available
directly within Exo. Please request this using the "Request Contact Identifier” button below.

=j Request Contact Identifier

Contact Identifier: |1-WJPBYS i Request passcode po 14468 Apply Online

12. Click Apply Online.

You're taken to ANZ’s website. Log into your account and activate the bank feed. The
feed will usually become active on the next business day.

Exo Business 2019.2 Release Notes Page 8 of 11

Copyright 2019 MYOB Technology Pty Ltd.



Resolved Issues

Resolved Issues

Exo Business Core

Service Request ID  Description

- Under periods of very high transactional load there was the theoretical potential in the timing of
the insertion for the lines of two simultaneously inserted sales orders to merge. Inserted lines in
one sales order become attached to another order being inserted milliseconds after the first —
no error would be encountered, just unexpected business consequences on each sales order.

The sales order identity insert process used for sales orders has been recoded to remove the
possibility of this occurring.
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Known Issues

Known Issues

The following issues have been identified as requiring end-user attention in this release.

Installation/Upgrade Issues

e If you are using the MYOB Exo Business Installation Wizard to install an instance of SQL
Express, the following must be present on the PC:

o .NET Framework 3.5 SP1 —you can download this from:
http://go.microsoft.com/fwlink/?Linkld=120550

o Windows Installer 4.5 — you can download this from:
http://go.microsoft.com/fwlink/?Linkld=123422

o Windows PowerShell 1.0 — you can download this from:
http://go.microsoft.com/fwlink/?Linkld=120552

e  Due to security settings imposed by Windows, CHM Help files cannot be viewed from a
remote location—this means that you can only view the Exo Business CHM Help files if
they have been installed on the local PC. See Microsoft Knowledge Base article 892675
for more information on this issue and suggested workarounds. (This issue does not
apply if you are viewing online Help files on the Exo Business Education Centre.)

Demo Data Issues

The stored procedure SP_DEMO_DATA_DATE_UPDATER, which updates the data in demo
databases to the current date, was updated in Exo Business 8.4. This stored procedure is only
available in the EXO_DEMO database, which means that any existing demonstration databases
used by partners will not be able roll their demo data forward; these databases will need to be
re-created based on the updated EXO_DEMO database to use the updated

SP_DEMO_DATA DATE_UPDATER procedure.

Job Costing Resource Issues

When a resource allocation is created, an Activity for the relevant staff member is
automatically created in the Exo Business system; however, if the resource is not associated
with a staff member, the Activity will not appear on the Activity Search widget on the Task
Scheduler tab.

As a workaround, a dummy staff account can be created to associate non-staff Resources with.

Emailing from the Print Preview window

When sending a report by email from the Print Preview window, the system does not
determine the email address related to the document being emailed (e.g. the relevant
Creditor’s email address for Creditor documents). The email address is left blank—you must
enter the address manually.
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Known Issues

SQL Server 2012 Issues

All versions of SQL server 2012 exhibited a subtle, but now well-known change in default
behaviour around identity or auto number sequences. In MYOB Exo Business, this would be
experienced as an unexpected anomaly where number sequences could apparently
spontaneously jump by increments of 1000 if the SQL server was restarted.

This behaviour was reversed in SQL server 2014, but no known solution exists for completely
preventing this behaviour in any versions of SQL server 2012, other than to upgrade to SQL
server 2014 to eliminate the potential for this issue to occur.

SQL Server 2008 R2 prior to SP3

MYOB Exo Business uses a SQL Server feature called Common Language Runtime Integration.
This feature was disabled by default in versions of SQL Server 2008 R2 prior to Service Pack 3.
If this feature is not enabled, users may encounter the following error during the upgrade
process:

Updating server configuration: 'clr enabled'
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